
 
 

  
 

AirBlock® Wireless Security Software 
 

What is AirBlock? 
AirBlock is a software-only product which protects against theft 
of important data and unauthorized access to the wireless 
network.  The software is simple to install and works in the 
background completely transparent to the user.   
 
Is AirBlock the right solution for me? 
If you have a wireless broadband internet connection and want 
to protect your computer and its data from potential intruders, 
and want to increase performance by stopping unauthorized 
use of your Internet connection – then AirBlock is for you.  
Remember, even you have anti-virus, anti-spam and a 
personal firewall, you are not protected from wireless attacks. 

 
From what dangers does AirBlock protect me? 
Microsoft’s® Windows XP automatically shows available wireless networks and allows 
anyone to connect to any wireless network with a single click.  This means anyone with a 
wireless laptop can easily access your Internet connection.  There are also downloadable 
applications from the Internet which enable interception of wireless data from any wireless 
laptop. 
 
Whether on purpose, or by accident, your neighbors can also connect to your wireless 
broadband modem and start degrading performance by using your valuable bandwidth for 
downloading their favorite music and videos. 
 
Unprotected wireless connections have also been used as entry points for illegal activity 
which can eventually be traced back to your computer!  Not to mention “airborne” viruses 
and Trojan Horses which can easily be injected into your computer via the airwaves. 
 
How does AirBlock work? 
AirBlock implements in an automated fashion, all the necessary configuration parameters of 
both wireless cards and routers, using industry approved encryption and authentication to 
protect both your data and your network.  The software can also be used for automatically 
changing encryption keys on a regular basis, thereby providing a higher level of security 
than is currently supported by the majority of wireless equipment. 
 
The AirBlock software must be installed on every machine in the wireless network.  First 
time installation requires a user-defined Passcode which is used to allow only authorized 
users access to the wireless network.  After the initial installation, AirBlock operates in 
background mode completely transparent to the user. 
 
Are there limitations for using AirBlock? 
Yes.  AirBlock can only be used on Windows 2000/XP machines in single access point 
configurations, using wireless equipment which appears on the AirBlock List of Supported 
Wireless Routers. 
 
 

For more information please visit our web site:  http://www.code-red.biz 
 

 


